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YOUR DATA AND ITS 
CONFIDENTIALITY ARE 
CRITICAL CONCERNS.
To satisfy these requirements, Konica Minolta provides the industry’s most comprehensive 

suite of standard privacy and security solutions. We provide all the features you need to 

protect your information together with secure printing, scanning, copying and faxing 

functions. Our MFPs feature the lockdown protection of bizhub® SECURE Platinum to  

help you ensure confidentiality and enhance your organization’s compliance strategy.
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Advanced network and storage media security functionality to meet the challenges  

of safeguarding your valuable data.

bizhub SECURE PLATINUM

Advanced Solutions
•   ��Is your data encrypted or protected by  

complex passwords? 

•   �Does access to your printer/copier require  

user authentication? 

•   �Are print/copy functions tracked, so you know 

who, when and where copies were made? 

•   �Is your email traffic logged and preserved? 

•   �Are printouts and faxes containing confidential 

information protected from unauthorized 

personnel? 

•   �Have you extended your network  security 

protocols to your multifunction devices? 

To meet your security needs, our bizhub  SECURE 

Platinum solution and IT Services combine to 

enhance your security, speed  your work and help 

control your costs. We provide assurance in today’s 

ever-changing  workplace environment to help you 

navigate these questions. And succeed.

Protect and Defend
Lockdown protection for your MFP means 

safeguarding information and defending your 

organization from security breaches. Konica 

Minolta offers your organization the enhanced 

confidence and compliance of bizhub SECURE 

Platinum: powerful password and advanced 

network and data security measures to protect 

your valuable data. These enhanced security 

features will be enabled by your Konica Minolta 

Field Engineer to ensure that your data is more 

than secure – it’s bizhub SECURE. It’s just another 

way that Konica Minolta gives shape to ideas.

Konica Minolta’s bizhub 
SECURE Platinum provides 
the following set of features:
•   �Create a 20-digit secure alphanumeric password to 

lock down your bizhub storage media

•   �Encrypt the entire contents of your bizhub storage 

media for remarkable data security

•   �Eliminate any trace of data even after it’s been 

deleted with Temporary Data Overwrite (Temporary 

Data Overwrite conforms to DoD methods)

•   �Time your bizhub MFP to auto-delete any material 

located in personal or public User Boxes, System 

User Boxes, Documents and Folders

•   �Disable Non-Secured and Unwanted Services, 

Protocols and Ports at the MFP

•   �Enable TLS v1.2* on the MFP (self-signed certificate)

•   Enable Network User Authentication

•   Enable MFP Audit Logs

*TLS v1.3 available in June 2021
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For more information on Konica Minolta’s end-to-end security offering, including the bizhub SECURE Suite, 

please visit:  http://kmbs.konicaminolta.us/security

PARTNERSHIP
Konica Minolta can help give shape to your ideas and partner with you to achieve your corporate objectives. 

Contact us to realize opportunities in:

INFORMATION MANAGEMENT

Enterprise Content Management (ECM)

Document Management

Automated Workflow Solutions

Business Process Automation

Security and Compliance

Mobility

IT SERVICES

Application Services 

Cloud Services

IT Security

Managed IT Services

IT Consulting & Projects

Apple Managed Services

Managed Voice Services

Technology Implementation 
and Deployment

TECHNOLOGY

Office Multifunction Business Solutions

Commercial and Production Printers

Industrial Printers

Wide Format Printers

3D Printers

Scanners

Security Surveillance Systems

Laptops, Desktops and Computer Hardware

Servers and Networking Equipment

Managed Print Services (MPS)

Managed Enterprise Services

Monochrome Small MFPs 
bizhub 4752, 4052, 4750i,  
4050i, 4700i

Color Small MFPs 
bizhub C4050i, C3350i, C3320i,  
C3300i, C4000

Monochrome Large MFPs 
bizhub 958, 808, 750i, 650i, 550i,  
450i, 360i, 300i, 654e, 558, 458,  
368, 308, 287, 227

Color Large MFPs 
bizhub C759, C750i, C754e, C650i, 
C654e, C658, C550i, C558, C450i, 
C458, C360i, C300i, C368, C308, 
C287, C250i, C258, C227

CHANGE ADMINISTRATOR PASSWORD1 √ √ √ √
ENABLE STORAGE MEDIA ENCRYPTION √ √ √ √
TIMED AUTOMATIC OVERWRITE OF A FILE  
IN AN ELECTRONIC FOLDER (BOX) √ √ √
AUTOMATIC OVERWRITE OF TEMPORARY 
IMAGE DATA2 √ √ √
HARD DRIVE LOCK PASSWORD √ √ √
TIMED, AUTOMATIC DELETION OF A FILE  
IN AN ELECTRONIC FOLDER3 √
DISABLE UNPROTECTED SERVICES,  
PROTOCOLS AND PORTS √ √ √ √
ENABLE SSL (SELF-SIGNED CERTIFICATE) √ √ √ √
ENABLE MFP AUTO LOGS √ √ √ √
ENABLE ADMINISTRATOR ACCOUNT  
AUTO LOGOFF √ √ √ √
ENABLE USER ACCOUNT AUTO LOGOFF √ √ √ √
ENABLE USER AUTHENTICATION √ √ √ √
1 �bizhub SECURE may be disabled using the customer’s unique Administrative Password. It is recommended that customers not disclose the unique Administrative Password and keep the Administrative 

Password in a safe place. Customers shall indemnify and hold Konica Minolta harmless of any claims, damages or costs relating to loss of data or disclosure of data due to intentional acts or omissions of 
others, end-user error or release of Administrative Password.

2 Applies to “non i-Series” Large MFPs and C3351/C3851FS.  Automatic Overwrite of Temporary Image Data not required on i-Series MFPs due to SSD technology.
3Deletion does not overwrite the data on the hard drive.
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